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Introduction 

Restricting access in an archive or records center is a highly controversial and debated 

issue among institutions and archivists. While some records management professionals view 

restricted access as censorship, others view it as a means of protecting sensitive information and 

honoring donors’ requests. As noted by Elena Danielson, “the professional archivist has the 

responsibility to balance the conflicting interests of heirs, donors, collectors, researchers, and 

home institutions” (Danielson, 1989). This responsibility to so many entities forces archivists to 

carefully evaluate the merits of allowing or restricting access so as to benefit each entity to the 

fullest extent. 

There are a variety of reasons to establish total transparency with regards to granting 

complete access to records, and an equally valid number of reasons to restrict access to certain 

materials. The power to restrict or grant access may sometimes fall to the responsibility of the 

archivist or records manager, may be stipulated as a condition of a donation to an archive by a 

donor, or may also fall under the domain of government regulation. 

In his article, “The Rise of Confidentiality: State Courts on Access to Public Records 

During the Mid-twentieth Century,” Dwayne Cox explores the concept that “access to public 

records [is] a right of citizenship” and the problems faced by archivists in identifying “categories 

of information that could be restricted” (Cox, 2005). Cox asserts that the 1960s ushered in “the 

mantra now familiar to all American archivists, balancing the right to know with the demands of 

confidentiality…[although they had begun] incorporate[ing] concepts regarding access to public 

records into their professional vocabularies” twenty years earlier (Cox, 2005).  

 

Archival Access and the Law 
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The right of the public to obtain information from executive branch government records 

is upheld by the Freedom of Information Act, but though the “right of access is enforceable in 

court and is supported at the administrative agency level by transparency and open government 

initiatives mandated by President Obama and Attorney General Holder,” access can be restricted 

by any of FOIA’s nine exemptions (Freedom of Information Act). These nine exemptions, as 

listed by the U.S. Securities and Trade Commission, are as follows: 

1. Those documents properly classified as secret in the interest of national defense or 

foreign policy; 

2. Related solely to internal personnel rules and practices; 

3. Specifically exempted by other statutes; 

4. A trade secret or privileged or confidential commercial or financial information 

obtained from a person; 

5. A privileged inter-agency or intra-agency memorandum or letter; 

6. A personnel, medical, or similar file the release of which would constitute a 

clearly unwarranted invasion of personal privacy; 

7. Compiled for law enforcement purposes, the release of which 

a. could reasonably be expected to interfere with law enforcement 

proceedings,  

b. would deprive a person of a right to a fair trial or an impartial 

adjudication,  

c. could reasonably be expected to constitute an unwarranted invasion of 

personal privacy,  
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d. could reasonably be expected to disclose the identity of a confidential 

source,  

e. would disclose techniques, procedures, or guidelines for investigations or 

prosecutions, or  

f. could reasonably be expected to endanger an individual's life or physical 

safety; 

8. Contained in or related to examination, operating, or condition reports about 

financial institutions that the SEC regulates or supervises; or 

9. And those documents containing exempt information about gas or oil wells.  

(Freedom of Information Act Exemptions) 

Archivists at the National Archives in Washington, D.C., for example, are subject to the 

regulations set forth by FOIA when a researcher makes a request under its provisions. After a 

request has been made by a researcher, archivists must “review the [requested] files for things 

that must be withheld, such as classified information restricted by statutory provisions, and then 

they review the files for information, relating to law enforcement and privacy matters, that may 

have to be withheld” (Bradsher, 1986). Archivists who work with records that may contain 

sensitive security information are tasked with the arduous duty of determining what should be 

withheld and what can be made accessible to the public.  

Although the Freedom of Information Act pertains to the accessibility – or 

inaccessibility, in some cases – of government records, it “does not … provide access to records 

of the Congress or the federal courts, records of state or local government agencies, or records of 

private businesses or individuals” (Freedom, 1999). Each state maintains control over the right to 

grant access to its local government records. Therefore, as noted by Alice Robbin in her article 
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“State Archives and Issues of Personal Privacy: Policies and Practices,” some states grant more 

flexibility with access requests, while others have specific restrictions on certain types of 

records. Some states are careful to maintain “special provisions to permit research or statistical 

use of confidential records,” while others do not employ the use of special provisions to its 

access policies and practices (Robbin, 1986).  

 

Restricting Access: Privacy and Security 

There are several valid arguments in favor of restricting access to records collections. 

Security is a chief concern for government records facilities; records that may contain sensitive 

materials are restricted to personnel who have been granted special access or security clearances 

in order to protect such information. 

Privacy is another factor when considering access restriction. In cases when a donor has 

gifted a collection to an archive, that collection could contain information with the potential to 

harm another individual, not just the donor. It is, therefore, up to the archivist to determine what 

level of accessibility or restriction is appropriate for protecting personal privacy. In making such 

a decision, the archivist “must determine what information is actually personal and private...and 

they must…[determine if] the public’s interest in knowing the information outweigh[s] the 

subject’s interest in personal privacy” (Bradsher, 1986).  

There is a variety of criteria for determining if information of a personal nature should be 

subject to restriction, and the ruling on the following items as “protected from disclosure in 

courts can provide a platform from which archivists can judge the information in their 

collections: marital status, legitimacy of children, medical condition, welfare payments, alcohol 

consumption, family rights, reputation, and religious and philosophical beliefs” (Bradsher, 
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1986). Infringing on personal privacy is an element of restriction that archivists must take into 

consideration when evaluating a records’ content, and the possibility that information in those 

records could harm someone should be explored prior to granting full access to said records. 

 

Researchers: Restriction Backlash 

The arguments against restricted access are equally compelling. The right to know is a 

highly debated - whether contested or supported - subject among researchers and archivists, as 

well as the general public. A variety of public outlets request access to archived materials, from 

professional researchers and academics to the average citizen conducting genealogical research. 

The need to access records results in the demand for public access – a demand that must be taken 

into consideration by archivists when establishing access restriction guidelines in their facility.  

Presidential libraries and collections are notorious for barring access to researchers. 

Miriam Horn and Mike Tharp, in their article “All the Truth that’s Fit to Tint,” note the 

difficulties faced by researchers’ attempts to access materials pertaining to presidential libraries; 

one Kennedy biographer voiced complaints while attempting to gain access to archived materials 

of former president John F. Kennedy, reporting that “because of the quiet influence of the 

Kennedy family, materials scholars request are frequently denied” (Horn and Tharp, 1991). 

“Restrictions imposed by document donors” often leave researchers feeling “stone walled” (Horn 

and Tharp, 1991). The implications of such restrictions have overarching effects on research 

projects – without access to primary source materials used to validate scholarly conjectures, 

projects can be halted or, at the very least, significantly impeded. 

Not only is the impediment of access detrimental to the thorough completion of projects 

reliant upon research, but it thwarts the pursuits of “scholars who seek access to primary material 
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in order to ensure the integrity and accuracy of their research,” thus damaging the accuracy and 

validity of a researcher’s body of work (Panofsky and Moir, 2005). Ruth Panofsky presents a 

strong argument in favor of the researcher’s right to access archival materials in her article 

“Halted by the Archive: The Impact of Excessive Archival Restrictions on Scholars.” In 

asserting that “a reasonable return on [the time, money and manpower put into establishing and 

maintaining an archive] can be achieved only through unfettered access to and use of archival 

collections,” Panofsky suggests that archivists who restrict access to their collections after 

having taken the time and care to cultivate such an establishment are motivated by “the 

challenges inherent in dealing with donors and personal papers so closely connected to 

contemporary history and in balancing the short- and long-term priorities of preservation and 

access.” However challenging the position of the archivist is when forced to balance donor-

imposed restrictions with the fundamental obligation to disseminate knowledge, researchers are 

caught in the crossfire of the access restriction divide. 

 

Controversial Access Restrictions 

While access to government records is controlled by FOIA and the discretion of each 

state, agencies also commonly known to face the controversies of ‘to restrict or not to restrict’ 

are educational institutions, corporate archives, and historical society / museum archives.  

Educational institutions struggle over issues regarding restricting access to student 

records. The strongest restricting body when it comes to student records is “the Family 

Educational Rights and Privacy Act (FERPA), which protects individual student records from 

unauthorized third-party review” (Chute and Swain, 2004). The extent to which FERPA restricts 
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access to student records forces archivists “to weigh the research potential of these documents 

against their availability” (Chute and Swain, 2004).  

In their article “Navigating Ambiguous Waters: Providing Access to Student Records in 

the University Archives,” Tamar Chute and Ellen Swain explain that ‘navigating’ the murky 

waters of accessing student education records is made more complex by a “lack of 

standardization” among institutions, as each institution “interpret[s] FERPA requirements 

differently and within the confines of individual state laws” (Chute and Swain, 2004).  

Although access is not barred entirely, terms of access are certainly imposed, with the 

registrars of some educational institutions granting access only after a researcher has “sign[ed] a 

form stating he or she cannot release this information to others,” and researchers are most likely 

required to destroy any information that would identify a student in any published research 

analysis (Chute and Swain, 2004). The registrar can also hinder researchers from accessing 

records – if a researcher’s proposal is not approved by the institution then access will be denied. 

While FERPA does serve to protect students’ records, Chute and Swain note that its regulations 

have a “crippling effect on historical research.” A reality of the restrictions of FERPA – and, in a 

broader sense, access restrictions in general – is the perpetuation of the security-versus-access 

debate. 

While educational institutions and branches of government are most commonly in the 

spotlight for restricting access to records in their care, small archival institutions and corporate 

archives can also restrict access to their collections.  

In “Access Policies for Corporate Archives,” Anne Van Camp focuses on archival issues 

and policies in the realm of corporate archives. Corporate archives operate differently than other 

types of archives in that they store records pertaining to or produced by the corporation they 
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serve, therefore the obligations of the records manager may also vary from those of an archivist 

at an historical, educational, or government institution. Some corporate archivists claim “that 

they do not have formal polices because they fear drawing attention to sensitive records in their 

possession” (Van Camp, 1982). However, even though their obligations and patrons differ from 

other archival institutions, the role of the business/corporate archivist is the same as any other 

type of archivist, regardless of the content of their collection, and they should therefore be 

striving to make their collections and “records that have been designated as unrestricted” 

available to researchers who request access (Van Camp, 1982).  

Historically, archivists have long been faced with the challenges of access restriction. As 

noted in Nicholas Tussing’s article, “The Politics of Leo XIII's Opening of the Vatican Archives: 

The Ownership of the Past,” the Vatican Archives present a study of archival access and 

restriction that spans centuries. Access to the Vatican Library and archive was so restrictive in 

the 16th century that the pope at that time, Sixtus V, threatened excommunication to any 

unauthorized person who entered the archive. Access was loosened in the mid-1700s with the 

granting of copies of records to researchers, but in the early 1800s access was again stringently 

restricted and “with very few exceptions, [the Vatican] denied access to researchers [again] on 

pain of excommunication” (Tussing, 2008). Open access for the Vatican archive became a reality 

with the election of Leo XIII as pope in 1878, who tasked his new prefect of the archive, Joseph 

Hergenrother, “with making the archives more accessible through better reference and 

organization…[and] centralizing the archive” (Tussing, 2008). Leo XIII’s and Hergenrother’s 

efforts came to fruition in 1881 when the archive was opened to academics and researchers.  

The Vatican archive was originally founded as a political weapon which “Vatican 

officials hoped to use…in the defense of the Holy See’s property,” and its purpose and uses have 
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evolved over the centuries (Tussing, 2008). In a letter, Pope Leo XIII once wrote that “the 

archives…contained not dead documents, but weapons for controlling the memory of Italy, the 

Church, and Europe,” thus demonstrating the belief that the historical value of the archive is 

critical enough to society and historical memory to make it as accessible as reasonably possible 

(Tussing, 2008). Even in the 19th century the value of granting access to archival collections was 

recognized as a civic good. 

The National Archives and Records Administration is no stranger to controversy when it 

comes to access restrictions. Nancy Kegan Smith and Gary Stern explore specific access 

concerns and controversies in presidential libraries in their article “A Historical Review of 

Access to Records in Presidential Libraries.” There are eleven presidential libraries that come 

under the administration of NARA, and the first major controversy to arise at a presidential 

library over issues of restricted access occurred in 1968. The issue arose when Rice University 

Professor Francis L. Lowenheim was denied access to letters written to President Roosevelt from 

William E. Dodd, the American ambassador to Germany, housed in the Roosevelt Library. 

Lowenheim accused the library of denying him access to these letters because one of its staff 

members was writing a book that would be published by Harvard University Press, which 

Lowenheim claimed was attempting to “copyright items that were actually public domain” 

(Smith and Stern, 2006). Not only did Lowenheim level accusations against Harvard University 

and the staff of the Roosevelt Library, but he also questioned the ethics of NARA officials. 

Ultimately, Lowenheim’s struggle with restricted access “caused tension between the rapidly 

emerging archival profession and historians and resulted in a debate about the roles of both 

professions” (Smith and Stern, 2006). 

 



An Archivist’s Dilemma: Restricting Access  10 

 

Ethical Implications of Access Restriction 

The restricting of access raises ethical questions among archivists, and, as stated by Elena 

Danielson in her article “Ethics of Access,” “the ethics of access is a thorny problem.” Ethical 

debates of any brand are thorny enough, but once applied to so specific a field as access 

restrictions in an archival or records center setting, the vagaries of such a specific ethical plain 

can be difficult to maneuver.  

Since archivists and records managers are sometimes regarded as the custodians of 

information, their role in making records available plays a large part in the question of their 

right/responsibility to restrict access to certain records. One question raised by Joan Hoff-Wilson 

in her article “Access to Restricted Collections: The Responsibility of Historical Organizations” 

is “can a professional code of ethics be written so that self-policing will not turn into self-

censorship” (Hoff-Wilson, 1983).  

Another question raised by Hoff-Wilson addresses the limitations to specific populations 

that restrictions to access would impose: “are proposed codes of ethics for history and related 

professions likely to result in more privileged access for a few rather than greater access for all?” 

(Hoff-Wilson, 1983). The exclusion of many individuals by favoring the inclusion of a chosen 

few raises the question of who gets to decide who is worthy and who is not? Hoff-Wilson notes 

that the debate between privacy and access began in the twentieth century, as a century earlier 

the “quest for information often resulted in access for only a privileged few because research was 

conducted primarily in private manuscript collections by and about elite groups and individuals” 

(Hoff-Wilson, 1983). The limitations of restricted access – or, as it can alternatively be labeled, 

elite access – it can be argued, contradict the role of the archivist as a provider of access to the 

public.  
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Hoff-Wilson goes on to address what she perceives to be a professional pitfall that 

archivists “must confront[:] a classic kind of conflict of interest…symbolically represented in the 

FOIA and the Privacy Act,” as FOIA represents the concept of right-to-know while the Privacy 

Act represents the struggle to preserve personal privacy in an age of transparency (Hoff-Wilson, 

1983). Not only does this conflict of interest thwart archivists when attempting to establish 

access restriction policies and determine if records should be subject to such restrictions, but this 

conflict is also in the forefront of the challenges of establishing a code of ethics within a facility. 

That establishing a code of ethics shares a challenge with establishing access restriction policies 

makes a strong argument for the ethical implications involved in the access restriction debate. 

Providing equal access is one ethical argument raised by Danielson. With the obligations 

to satisfy “the needs of donors and collectors [which] do not always coincide with those of 

researchers,” the archivist must enter into a delicate balancing act (Danielson, 1989). Danielson 

lists five elements of the balancing act of professional ethics: “negotiations…with curmudgeonly 

donors who may have difficulty relinquishing control over their papers; …inequitable 

restrictions on papers and the attendant problems of selective access; …overly zealous 

researchers who use any means, honorable or otherwise, to gain access to legitimately privileged 

papers; …archivists who, as employees, disagree with institutional policies; and…competitive 

scholars who battle over intellectual property and academic turf” (Danielson, 1989).  

Restricted access is therefore turned into an ethical issue through the matter of 

professional obligation. An archivist must evaluate the needs of those they serve, especially since 

“an archivist can inadvertently get caught in the crossfire…[as] they may wittingly or 

unwittingly have custody of documents that could damage the reputation of a profession, an 

institution, or a political career” (Danielson, 1989). The decision to grant access to such 
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materials certainly has ethical implications should they carry the potential to harm an individual 

or community. Weighing the duty to provide access to researchers against protecting materials of 

a sensitive nature, and making the ultimate decision of who is allowed access to what materials, 

requires ethical consideration on the part of the archivist.   

 

Types of Restricted Access 

The restricting of access to archival collections can take several forms. One method is to 

impose time limitations on the availability of a collection; for example, a collection could be 

sealed for a specified number of years to ensure that the parties mentioned in the collection are 

long-deceased before potentially damaging information about them is made available to the 

public. This restriction method is common in historical society archives, imposed both at the 

request of the donor or at the discretion of the archivist.  

Donors of archival collections may request that the collection be sealed until after their 

death, after which event the collection may be made available to the public; or a donor may 

stipulate that a collection be sealed for a designated number of years after their death in order to 

protect other individuals mentioned in the collection. There are even instances when sealed 

records have time constraints for accessioning, as with records due for relocation to the National 

Archives – some contain such sensitive materials that the National Archives must wait “fifty 

years after a case is closed [before they can even be accessioned] because of security and privacy 

reasons” (Bradsher, 1986). 

Raymond Geselbracht explains in his article, “The Origins of Restriction on Access to 

Personal Papers at the Library of Congress and the National Archives,” that “two…different 

access policies for donated papers have developed within the two major traditions of American 



An Archivist’s Dilemma: Restricting Access  13 

 

archival administrations” (Geselbracht, 1986). The first is the historical manuscript tradition, 

which he describes as being “founded on an agreement between the repository and the 

donor…[that allows the donor to maintain] control of access to some or all of his papers, and the 

archivist administered the restrictions” (Geselbracht, 1986). The second is the public archives 

tradition, “based on the assumption that papers with a high public policy content should be 

open,” that viewed restriction as an undesirable feature in an archive’s access policies 

(Geselbracht, 1986). The role played by donors in both archival traditions is indicative of the 

influence that donors can exercise over archival collections even after they have relinquished 

physical ownership – stipulations for restricted access made at the time of donation or 

accessioning is, by proxy, an extension of the donor’s control over the collection. 

An archivist could, upon discovering sensitive materials that could be potentially 

damaging to an individual’s reputation or pose a security threat, exercise their own discretion to 

restrict access to a collection to ensure that all parties are protected.  

Restrictions could also be imposed indefinitely that limit the access to only the 

individuals who are granted specific access to the records, which could include sensitive security 

information regarding a government institution.  

In his article, “Researchers, Archivists, and the Access Challenge of the FBI Records in 

the National Archives,” James Bradsher presents the unique situation in which restricted access 

is taken further: through the FBI expungement process legally permitted by the Privacy Act, 

extenuating circumstances allow “individuals…[to] request that part or all of the documents 

relating to them be destroyed…certain documents or portions of documents appraised as 

permanent may be legally destroyed by the FBI before the records are accessioned by the 
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National Archive,” thus making restricted access quite permanent as these records will be 

inaccessible to everyone once they’ve been destroyed (Bradsher, 1986).  

 

Restricted Access: Censorship and Selective Access 

Access restriction can be construed as censorship, and archivists who impose restrictions 

on collection access at their own discretion are liable to come under fire as editing history. 

Archivists who exercise their discretion to restrict a researcher’s access to records or parts of 

records risk accusations of censoring their collection. 

Exemplary of censorship in an archive were the restrictive practices of archivists during 

the Victorian era, which was notorious for its stringent, and often sexist, access restrictions as 

archivists applied the rigid societal notions of morality to archival records management; for 

example, “the view that a woman’s name should appear in print only at birth, marriage, and 

death led to the restriction of some very ordinary papers” (Danielson, 1989). The evolution of the 

role of the archivist is exemplified in the relative autonomy from donor demands that archivists 

have achieved since this period – although donors may make restriction demands even today, 

security is more likely to play the principle role in such a request rather than social dictates of 

propriety.  

Another controversial issue of restrictive access to archival records is selective access. 

Granting access to records in a collection to an elite few while restricting access to others is 

quantified as selective access. Danielson asserts that archivists can eliminate selective access 

issues with a two-pronged measure: strive to make all records as accessible as possible, and if 

restrictions are required then access must be restricted for everyone and “a clear end date to the 
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restriction should be stipulated to facilitate eventual availability of the complete record” 

(Danielson, 1989).  

 

Conclusion 

The restriction of access debate offers equally compelling arguments that make siding 

with one view point or another difficult without calling out for exceptions and stipulations. 

While each institution is likely to continue their own practices and the arguments will continue, a 

compromise between the two stances could offer a practicality that would be more easily 

adoptable for an archive or records center operating in reality rather than within a theoretical 

vacuum free of extenuating circumstances. 

Rules pertaining to access can vary by location, institution, archivists’ discretion, content, 

and situation. The requests of donors and researchers alike must be taken into consideration, as 

well as concerns for personal privacy, national security, and the right-to-know. Some archivists 

must traverse the incongruous terrain of government regulations, while others must navigate the 

vagueness of educational institutions’ many contradictory stipulations. Balancing the requests of 

one group with the needs of another will continue to be a struggle at the forefront of the archival 

profession when issues of access are concerned. How best to serve all parties requires a 

comprehensive understanding of how one’s facility operates, and the local laws that govern 

access in that area.  

In short, today’s archivist must not only serve as a guardian and preserver of his or her 

collection, but must also take responsibility for the security and privacy of individuals attached 

to a collection, evaluate the public’s right to this information, and take into consideration the 

ethical implications of their decisions to provide or withhold access.  
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