
Drawing on this week's reading, lecture and your own personal experiences contemplate 

the legal and ethical dimensions of electronic message management (i.e. e-mail, instant 

messages, and text messages). 

Many public and private organizations struggle with the management of text based 

electronic communications and numerous "controversies" with mixed claims have found 

their way into media. Please feel free to explore a few and reference them in your post. 

Consider how NARAs Email Management Capstone Project may support email 

management. 

Also, how do mobile communication technologies and the “bring your own device” BYOD 

phenomenon compound the issues? 

For those electronic message records that are required to be retained for the long-term, 

what plans can be put in place to ensure their longevity? What should organizations be 

doing to better manage and preserve electronic messages? 

 

I think one of the biggest ethical issues within the realm of electronic message 

management is the categorization of public versus private. Electronic messaging in all of its 

forms – e-mail, text messages, instant messages – can be a combination of both personal and 

public. An email sent between colleagues could first address a work issue that may be viable for 

retention as part of a records management program, but the send part of the message could ask 

about lunch plans for later in the day. The space taken up with superfluous messages could be an 

impediment for an efficient electronic records retention and management program. The ethical 

dimensions of determining which messages should be saved and which are of a personal 

relevance only may come into play in a larger capacity as more electronic messages are subject 

to retention.  

The BYOD phenomenon is already increasing the complications of this issue – messages 

on cellular phones that have been issued by the company for business purposes may fall under 

the scope of electronic messages required for retention, but personal devices used for company 

business brings up a new question. Are just the messages that pertain to company business 

subject to retention for business purposes, or would all messages from a personal device be 

automatically uploaded for electronic message retention? And who reads these messages to 

determine which ones are considered pertinent business messages? The BYOD issue brings up 

privacy concerns that will have to be addressed as new forms of electronic messaging emerge 



and become subject to electronic record retention programs. Miller, Voas, and Hurlburt bring up 

this question in their article: “Mobile devices contain a wealth of data that a user might deem 

private, and if personal data is co-mingled with the employer data on the same device, how are 

the barriers implemented between personal and employer data?” (Miller, Voas, Hurlburt, 2012). 

Although they state that cloud computing offers barriers to separate personal data from employer 

data, little has been done to separate this co-mingled data on BYODs. As BYOD policies gain 

popularity and more wide-spread use for numerous applications, this personal security issue will 

have to be addressed.  
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