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The successful implementation of an Information Governance strategy can protect an 

organization from a variety of damages, such as the loss or compromise of sensitive information. 

Regardless of the size of an organization, all entities are at risk for breaches in data and 

information holdings. The implementation of a fully functioning information governance 

strategy benefits organizations of all sizes and scopes, and all organizations are at risk if 

information governance is not made a priority within the governing framework of the 

organization.  

An example of a poorly implemented information governance strategy that resulted in a 

significant breach in client data is the data breach of J.P. Morgan’s customer files. An unknown 

hacker accessed J.P. Morgan’s extensive records of their customer’s personal information. The 

breach was perpetrated via malware that infiltrated J.P. Morgan’s web interface, which went 

undetected for two months.  

When the breach was finally detected, J.P. Morgan responded to the data breach swiftly 

through a team of twenty employees lead by Matt Zames, the chief operating officer (Glazer and 

Yadron, 2014). While their actions to mitigate the damage inflicted by the breach were quickly 

implemented, it is important to note that information governance systems should be monitored 

frequently for efficiency on a regular basis. Security measures should be kept up-to-date to 

ensure that the latest technologies are functioning properly to protect data systems from external 

threats. A data breach should not be the proverbial wake-up call – the information governance 

activities should be taking precedence prior to a threat is ever even fully realized.  

Accountability, a major player in information governance, was reviewed by Zames, who 

“reminded employees to make sure they have ‘fortified’ their own defenses, such as logging off 

workstations, changing passwords often and choosing passwords that are hard for others to 
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guess…[and] also reiterated that employees can't use work email for personal use, shouldn't open 

emails from anyone they don't know and should only use ‘reliable software’” (Glazer and 

Yadron). Reviewing employees’ accountability responsibilities as part of an information 

governance strategy would have been more effective prior to a security breach, and, in light of 

their breach, J.P. Morgan would benefit from scheduled employee activities in which their role in 

information governance is stressed.  

Incidents of information being compromised is just as prominent in the pop culture sector 

of the business world as it is in the arenas of banking or retail corporations that keep credit card 

data on file. Notably, the recent data breaches in which celebrity photographs were illegally 

retrieved from various technology outlets, such as smartphone technologies and computer files, 

and then leaked to the public proves a prime example when a structured information governance 

strategy could have protected said files.  

In his article, “Celebrity Nudes and Health,” Denis Storey links the recent barrage of 

nude celebrity photographs leaked to the media with the hacking and dissemination of health 

records from major medical institutions in recent years. Proving that information and data of all 

types is subject to security breaches, Storey states that “one of the biggest barriers to improving 

efficiencies in both health care delivery and payments is to figure out a way to make the final 

leap to electronic health records. And security remains a huge part of that” (Storey, 2014).  

The hacking of health care records poses a significant risk for hospitals employing 

electronic records systems; when information governance is not implemented in a setting with 

such vast holdings of records, hackers can gain access to a wealth of information. Private 

information is at risk for being compromised when information governance strategies are not 

employed to control access to this vital information.  



Analytical Essay 1  3 
 

Another example of the devastating consequences that can befall an organization due to 

failing to institute an Information Governance strategy is the data breach experienced by Home 

Depot. After Target’s colossal data breach, Home Depot executives “assembled a task force at 

their headquarters in Atlanta to draw up a plan to avoid becoming a victim of a similar attack” 

and drafted an extensive information governance plan (Yadron and Banjo, 2014). However, this 

task force failed in its efforts because it spent so much time in the testing phase that a breach 

occurred before the plan could be implemented. 

 Failing to follow through with a proposed plan led to a significant breach in the Home 

Depot data system. Allocating enough time and resources to implement an information 

governance plan is half the battle – only a fully realized and implemented plan will be effective 

in protecting an organization’s information.  

Danny Yadron and Shelly Banjo note that Home Depot did not act quickly enough on the 

security measures they were attempting to implement, and only a quarter of Home Depot stores 

had had their computer systems updated with encryption software when the breach occurred 

(Yadron and Banjo). Timeliness was neglected when implementing an information governance 

plan – Home Depot knew to prepare for potential breaches in information security, yet failed to 

act with the necessary speed in order to prevent a data breach.  

 When Supervalu was first breached by data-mining hackers, it took over a month for 

malware embedded in their system to be detected. Supervalu, which is an umbrella corporation 

running a variety of supermarket and drugstore chains across the United States, stated that this 

was “a separate intrusion” from the original breach – this second intrusion opened the door for 

“the theft of customers' payment card data from more than 200 grocery stores between mid-June 

and mid-July” of 2014 (Huddleston, 2014). Failure to implement any information governance 
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security measures following the first breach left the corporation vulnerable to a second attack on 

their data.  

By not following any information governance protocols, like establishing accountability 

among senior staff members, allocating responsibilities among store employees to protect 

computer systems, and updating anti-malware software, Supervalu created an atmosphere of 

vulnerability that made it easier for hackers to obtain customer information.  

The government had a close call when a hacker successfully uploaded malware to the 

Healthcare.gov site. Luckily for government IT staffers, no customer data was compromised, but 

the fact that the hacker was able to make it into the database mainframe was still alarming. The 

ease of access with which the hacker penetrated a mainframe that should have been significantly 

stronger was certainly cause for alarm, and security software and security measures enacted on 

the website warrant further review.  

Most alarming, perhaps, is that the embedded malware wasn’t detected until a month 

after it had been put there, when IT staffers found “Buried amid lines of computer log files…data 

showing the test server had been contacted by the outside Internet, which wasn't supposed to 

happen” (Yadron, 2014).  If stronger information governance strategies were in place – such as 

establishing accountability for operating systems – and routine scans of the system for malware 

were run, perhaps this hacker wouldn’t have been able to install malware to the mainframe for 

future incursions into the website.  

Information governance is truly a strategy that can protect a multitude of platforms and 

information no matter the type of institution or personal computer system. When an information 

governance plan has not been implemented, companies are at risk for significant losses in 

consumer data and personal information records. Since hackers have discovered the wealth of 
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valuable personal information – such as social security numbers and credit card account numbers 

– we know that they will keep attacking vulnerable systems. Implementing fully functioning 

information governance plans can help protect records and data that the public entrusts to major 

corporations and government entities.  
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